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MULTICAST CONTROL METHOD AND
APPARATUS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of International Appli-
cation No. PCT/CN2011/072299, filed on Mar. 30, 2011,
which claims priority to Chinese Patent Application No.
201010142061.3, filed on Apr. 7, 2010, both of which are
hereby incorporated by reference in their entireties.

TECHNICAL FIELD

The present disclosure relates to the network field, and in
particular, to a multicast control method and apparatus.

BACKGROUND

A WLAN (Wireless Local Area Network, wireless local
area network) is a computer local area network that uses a
radio channel as a transmission medium, and is an important
supplement and extension to a wired network. The basic
network structure of the WLAN includes three network
devices: station (STA, Station), access point (AP, Access
Point), and access control point (AC, Access Control).

The function of the AP is to connect the stations to the
existing wired network. With the constant application of the
WLAN technology, more and more APs are deployed in the
network. The version upgrade and the configuration manage-
ment of the APs result in a high operating expenditure of an
operator. To reduce the operating expenditure of the network,
the operator expects to control and manage APs through the
access control point AC in a centralized way, which gives rise
to a WLAN network of thin APs.

A tunnel is set up between the thin AP and the AC through
a CAPWAP (Control And Provisioning of Wireless Access
Point, control and provisioning of wireless access point) pro-
tocol, and the AC manages thin APs through the CAPWAP
protocol. Data is transmitted between the WL AN station STA
and the thin AP through 802.11 frames. The thin AP converts
the 802.11 frames of the WLAN station STA into a frame
format identifiable by the AC, and sends them to the AC.

FIG. 1 is a sequence chart of a thin AP implementing
WLAN user access. Referring to FIG. 1, the CAPWAP link
between the AP and the AC provides normal communication
through the steps such as (1) capwap_discovery and (2) cap-
wap_configuration; the WL AN station STA sends an associa-
tion request (association_req) frame to the thin AP, and the
thin AP sends a capwap_req_association message to the AC,
requesting the AC to confirm whether the WL AN station is
allowed to be associated; the AC makes a determination, and
delivers a capwap_resp_association message to the AP if the
association is allowed, and the AP sends an association
response (association_resp) frame to the WLAN station to
indicate that the association is allowed, which means that a
wireless link is set up successfully between the WL AN sta-
tion and the AP. Afterward, the WL AN station can start access
authentication. After the authentication is passed, the WLAN
station can start to play a video on demand. The multicast
service is an important content of carrying out the WLAN
service. The multicast service rights control is a primary
breakthrough point for the operator to deploy the multicast
service of the WL AN network. To obtain the multicast data in
a video-on-demand process, the WLAN station needs to
obtain the play on-demand rights first.
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While the WLAN station plays a multicast video on
demand in the prior art, the AP transmits the IGMP (Internet
Group Management Protocol, Internet Group Management
Protocol) request message of each WLAN station to the AC
transparently. After receiving the IGMP request message, the
AC determines the multicast program rights of the WLAN
station according to a preset multicast control policy. If the
WLAN station is allowed to play the multicast program, the
AC replicates a multicast stream for the WLAN station, and
forwards the multicast stream to the WLAN station through
the AP. The destination MAC (Media Access Control, media
access control) address of the multicast stream is the MAC
address of the WL AN station, and the destination IP address
of'the multicast stream is the IP address of a multicast group.
After receiving the multicast program stream, the AP uses the
pre-agreed multicast key to encrypt the multicast program
stream and then sends the multicast program stream to the
WLAN station.

FIG. 2 is a schematic diagram of an on-demand multicast
process of a WL AN station in the prior art. Referring to FIG.
2, in the process of implementing the present disclosure, the
inventor finds that because the AC is responsible for multicast
rights control, the AP forwards the IGMP REPORT (report)
message to the AC directly after receiving the message from
the WLAN station, and the AC decides whether to allow the
WLAN station to play the specified multicast stream on
demand according to a preset multicast control policy. The
AC replicates a multicast stream for each permitted WLAN
station. The technical solution in the prior art causes the
following problems: the multicast replication node of the
WLAN station is the AC device, which leads to serious waste
of downlink bandwidths and too heavy multicast replication
pressure on the AC device; the multicast control node of the
WLAN station is the AC device, which leads to too central-
ized loads on the AC device; every IGMP protocol message of
the WL AN station is forwarded by the AP to the AC, which
leads to waste of some uplink bandwidths.

SUMMARY

Embodiments of the present disclosure provide a multicast
control method and apparatus to avoid waste of uplink and
downlink bandwidths between the AP and the AC, and imple-
ment distributed replication and distributed multicast rights
control of multicast streams.

According to an implementation of an embodiment of the
present disclosure:

In one aspect, an embodiment of the present disclosure
provides a multicast control method, and the method
includes: when a service set identifier SSID or a basic service
set identifier BSSID of a specified virtual access point VAP
that will be delivered to an access point AP enables a multicast
control function, sending, by an access control point AC, to
the access point AP a control and provisioning of wireless
access point CAPWAP multicast control message that
includes multicast control enabling information, so that the
AP creates a multicast control table according to the CAP-
WAP multicast control message that includes the multicast
control enabling information, and performs multicast control
according to the multicast control table.

In another aspect, an embodiment of the present disclosure
provides a multicast control apparatus, and the apparatus
includes: a first determining unit, configured to determine
whether an SSID or a BSSID of a specified VAP that will be
delivered to an AP enables controllable multicast; and

a first sending unit, configured to: if the first determining
unit determines that the SSID or the BSSID of the specified
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VAP that will be delivered to the AP enables the controllable
multicast, send to the AP a CAPWAP multicast control mes-
sage that includes multicast control enabling information, so
that the AP creates a multicast control table according to the
CAPWAP multicast control message that includes the multi-
cast control enabling information, and performs multicast
control according to the multicast control table.

In still another aspect, an embodiment of the present dis-
closure further provides an access control point device, and
the access control point device includes the multicast control
apparatus.

According to another implementation of an embodiment of
the present disclosure:

In one aspect, an embodiment of the present disclosure
provides a multicast control method, and the method
includes: receiving, by an AP, a CAPWAP multicast control
message sent by an AC; creating, by the AP, a multicast
control table according to the CAPWAP multicast control
message; and performing, by the AP, multicast control
according to the multicast control table.

In another aspect, an embodiment of the present disclosure
provides a multicast control apparatus, and the apparatus
includes: a receiving unit, configured to receive a CAPWAP
multicast control message sent by an AC; a creating unit,
configured to create a multicast control table according to the
CAPWAP multicast control message; and a controlling unit,
configured to perform multicast control according to the mul-
ticast control table.

In still another aspect, an embodiment of the present dis-
closure further provides an access point device, and the access
point device includes the multicast control apparatus.

With the method and the apparatus in the embodiments of
the present disclosure, the AC is responsible for delivering the
multicast control policy to the AP, and the AP implements
multicast replication and WLAN station rights control,
thereby avoiding waste of uplink and downlink bandwidths
between the AP and the AC and implementing distributed
replication and distributed multicast rights control of multi-
cast streams.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings outlined below enable better
understanding of the present disclosure, and are part of this
application but shall not be construed as a limitation on the
present disclosure. In the drawings:

FIG. 1 is a sequence chart of a thin AP implementing
WLAN user access;

FIG. 2 is a schematic diagram of an on-demand multicast
process of a WL AN station in the prior art;

FIG. 3 is a schematic diagram of a basic network structure
of thin APs in a WLAN;

FIG. 4 is a flowchart of a multicast control method accord-
ing to an embodiment of the present disclosure;

FIG. 5 and FIG. 6 are flowcharts of creating a multicast
control table;

FIG.7A and FIG. 7B are method flowcharts of updating an
accessible multicast group address of an SSID;

FIG. 8A and FIG. 8B are method flowcharts of disabling a
multicast control policy of an SSID;

FIG. 9 is a structural block diagram of a multicast control
apparatus according to an embodiment of the present disclo-
sure;

FIG. 10 is a structural block diagram of an access control
point device AC according to an embodiment of the present
disclosure;
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FIG. 11 is a flowchart of a multicast control method accord-
ing to an embodiment of the present disclosure;

FIG. 12 is a sequence chart of multicast control according
to an embodiment of the present disclosure;

FIG. 13 is a flowchart of multicast control performed by an
AP according to an embodiment of the present disclosure;

FIG. 14 is a structural block diagram of a multicast control
apparatus provided in an embodiment of the present disclo-
sure; and

FIG. 15 is a structural block diagram of an access point
device AP provided in an embodiment of the present disclo-
sure.

DETAILED DESCRIPTION

To make the objectives, technical solutions, and advan-
tages of the embodiments of the present disclosure clearer, the
following describes the embodiments of the present disclo-
sure in detail with reference to accompanying drawings. The
exemplary embodiments of the present disclosure and the
description thereof are illustrative in nature, and shall not be
construed as limitations on the present disclosure.

FIG. 3 is a schematic diagram of a basic network structure
of'thin APs ina WL AN. Referring to FIG. 3, a CAPWAP link
is created between the AP and the AC, and the AC manages
the APs through the CAPWARP link in a centralized way. In
this embodiment, the AP deploys an IGMP Proxy (proxy) or
IGMP Snooping (snooping), and the AC deploys layer 3
multicast.

FIG. 4 is a flowchart of a multicast control method pro-
vided in an embodiment of the present disclosure. In the
method in this embodiment, the AC delivers a multicast con-
trol policy to the AP, and the AP performs multicast control
according to the multicast control policy of the AC, namely, a
CAPWAP multicast control message delivered by the AC.
Referring to FIG. 4, the method includes:

401. The AC sends a CAPWAP multicast control message
to the AP.

In this embodiment, after a CAPWAP link is created
between the AP and the AC, according to local configuration,
the AC determines whether a BSSID (Basic Service Set Iden-
tifier, basic service set identifier) of a specified VAP (Virtual
Access Point, virtual access point) or an SSID (Service Set
Identifier, service set identifier) that will be delivered to the
AP, needs to enable controllable multicast, namely, perform
multicast control through the AP according to the method in
this embodiment. If the controllable multicast needs to be
enabled, the AC sends a CAPWAP multicast control message
to the AP. The local configuration refers to the multicast
control policy configured by an AC administrator or operator.

402. The AP creates a multicast control table according to
the CAPWAP multicast control message.

In this embodiment, to perform multicast control, the AP
creates the corresponding multicast control table according to
the CAPWAP multicast control message delivered by the AC.
In the multicast control process, the AC may update the acces-
sible multicast group address, or give up the multicast control
policy of certain SSIDs. Therefore, the AP modifies or deletes
the created multicast control table according to the CAPWAP
multicast control message delivered by the AC, so as to create
different multicast control tables for performing multicast
control, which will be described in the following embodi-
ments respectively.

403. The AP performs multicast control according to the
multicast control table.

In this embodiment, after the multicast control table is
created according to step 402, the AP may perform multicast



US 9,210,565 B2

5

control according to the multicast control policy in the mul-
ticast control table to implement multicast replication and
WLAN station right control. For example, after receiving an
IGMP REPORT message from the WL AN station, according
to the SSID or BSSID that the message is in and the multicast
group address of the message, the AP performs corresponding
multicast control by searching the created multicast control
table, which will be detailed in the following embodiments.

With the method in this embodiment, the AC is responsible
for delivering the multicast control policy to the AP, and the
AP implements multicast replication and WLAN station right
control, thereby avoiding waste of uplink and downlink band-
widths between the AP and the AC and implementing distrib-
uted replication and distributed multicast right control of
multicast streams.

In an embodiment, a method shown in FIG. 5 that the AP
creating a multicast control table according to the CAPWAP
multicast control message may be implemented. Referring to
FIG. 5, the method includes:

501. The AP sets the SSID in the CAPWAP multicast
control message to a multicast control state, and stores the
accessible multicast group address in each SSID.

502. The AP saves the SSID, the multicast control state of
the SSID, and the accessible multicast group address in each
SSID as a multicast control table. The format of the multicast
control table is shown in Table 1.

TABLE 1
SSID_0 CONTROLLED MULTICAST_0
MULTICAST_N
SSID_N CONTROLLED MULTICAST_0

MULTICAST_N

By now, the AP has created a multicast control table
according to the multicast control policy of the AC, and can
perform the corresponding multicast control such as multi-
cast replication and WL AN station right control according to
the multicast control table, thereby avoiding waste of uplink
and downlink bandwidths between the AP and the AC, imple-
menting distributed replication and distributed multicast
rights control of multicast streams, and relieving the process-
ing load of the AC.

In this embodiment, referring to FIG. 7A, when an acces-
sible multicast group address of an SSID needs to be updated,
the method in this embodiment includes:

701A. The AC searches for all SSIDs that apply the mul-
ticast group address, and a list of all APs that deploy the
SSIDs.

702A. The AC sends a CAPWAP multicast control mes-
sage that includes multicast control update information to the
APs in the AP list, so that the APs update the locally stored
multicast control tables of the APs according to the CAPWAP
multicast control message that includes the multicast control
update information.

In an embodiment, the details of the APs updating the
locally stored multicast control tables of the APs according to
the CAPWAP multicast control message that includes the
multicast control update information may be updating the
locally stored multicast control tables of the APs according to
the SSID in the CAPWAP multicast control message and the
accessible multicast group address in each SSID.

Similarly, in another embodiment, a method shown in FIG.
6 may be used by the AP to create a multicast control table
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according to the CAPWAP multicast control message. Refer-
ring to FIG. 6, the method includes the following:

601. The AP sets the SSID and the BSSID of the specified
VAP in the CAPWAP multicast control message to a multi-
cast control state, and stores the accessible multicast group
address in the BSSID of each specified VAP.

602. The AP saves the SSID, the BSSID of the specified
VAP, the multicast control states of the SSID, and the BSSID
of the specified VAP, and the accessible multicast group
address in each SSID and the BSSID of the specified VAP as
a multicast control table.

By now, the AP has created a multicast control table
according to the multicast control policy of the AC, and can
perform the corresponding multicast control such as multi-
castreplication and WL AN station rights control according to
the multicast control table, thereby avoiding waste of uplink
and downlink bandwidths between the AP and the AC, imple-
menting distributed replication and distributed multicast right
control of multicast streams, and relieving the processing
load of the AC.

In this embodiment, referring to FIG. 7B, when an acces-
sible multicast group address of a BSSID of a specified VAP
needs to be updated, the method in this embodiment includes:

701B. The AC searches for all the BSSIDs of the specified
VAP that apply the multicast group address and a list of all
APs that deploy the BSSIDs of the specified VAP.

702B. The AC sends a CAPWAP multicast control mes-
sage that includes multicast control update information to the
APs in the AP list, so that the APs update the locally stored
multicast control tables of the APs according to the CAPWAP
multicast control message that includes the multicast control
update information.

Similarly, in another embodiment, the details of the APs
updating the locally stored multicast control tables of the APs
according to the CAPWAP multicast control message that
includes the multicast control update information may be
updating the locally stored multicast control tables of the APs
according to the SSID and the BSSID of the specified VAP in
the CAPWAP multicast control message, and the accessible
multicast group address in each SSID and the BSSID of the
specified VAP.

If an on-demand right of a multicast group having an SSID
or a BSSID of a specified VAP is deleted in the CAPWAP
multicast control message, the AP needs to terminate the
on-demand service of the multicast group in the SSID or the
BSSID of the specified VAP.

In the multicast control method in this embodiment, when
the AC needs to update the accessible multicast group
address, for example, add a multicast group address or delete
a multicast group address, the AC searches for all SSIDs that
apply the multicast control policy, and the APs that deploy the
SSIDs; or, the AC searches for all the BSSIDs of the specified
VAP that apply the multicast control policy, and the APs that
deploy the BSSIDs, and sends a CAPWAP multicast control
message that includes multicast control update information to
the APs, and therefore, the APs update the locally stored
multicast control tables accordingly, and apply the updated
multicast control policy to perform multicast control. In this
way, the application of the multicast control method in this
embodiment is extended for the scenario of updating the
accessible multicast group address.
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In this embodiment, referring to FIG. 8 A, when a multicast
control policy of an SSID needs to be disabled, the method in
this embodiment further includes:

801A. The AC searches for a list of all APs that deploy the
SSID.

802A. The AC sends a CAPWAP multicast control mes-
sage that includes multicast control disabling information to
the APs inthe AP list, so that the APs modify the locally stored
multicast control tables of the APs according to the CAPWAP
multicast control message that includes the multicast control
disabling information.

In an embodiment, the details of the APs modifying the
locally stored multicast control tables of the APs according to
the CAPWAP multicast control message that includes the
multicast control disabling information may be deleting a
control entry corresponding to the SSID in the locally stored
multicast control tables of the APs according to the SSID in
the CAPWAP multicast control message and the accessible
multicast group address in each SSID.

In this embodiment, referring to FIG. 8B, when a multicast
control policy of a BSSID of a specified VAP needs to be
disabled, the method in this embodiment further includes:

801B. The AC searches for a list of all APs that deploy the
BSSID of the specified VAP.

802B. The AC sends a CAPWAP multicast control mes-
sage that includes multicast control disabling information to
the APs inthe AP list, so that the APs modify the locally stored
multicast control tables of the APs according to the CAPWAP
multicast control message that includes the multicast control
disabling information.

Similarly, in another embodiment, the details of the APs
modifying the locally stored multicast control tables of the
APs according to the CAPWAP multicast control message
that includes the multicast control disabling information may
be deleting a control entry corresponding to the BSSID of the
specified VAP in the locally stored multicast control tables of
the APs according to the SSID and the BSSID of'the specified
VAP in the CAPWAP multicast control message, and the
accessible multicast group address in each SSID and the
BSSID of the specified VAP.

In the multicast control method in this embodiment, when
the AC needs to disable the multicast control policy of the
SSID or the BSSID of the specified VAP, the AC searches out
a list of all the APs that deploy the SSID or the BSSID of the
specified VAP, and sends a CAPWAP multicast control mes-
sage that includes multicast control disabling information to
the APs in the AP list, and therefore, the APs delete the control
entry corresponding to the SSID or BSSID of the specified
VAP in the locally stored multicast control tables accordingly,
and perform multicast control by applying the updated mul-
ticast control policy or stopping applying the multicast con-
trol policy. In this way, the application of the multicast control
method in this embodiment is extended for the scenario of
deleting the multicast group address.

With the multicast control method in this embodiment, the
AC delivers the multicast control policy to the APs, and
manages and controls the APs in a centralized way. Therefore,
the APs implement multicast control and multicast replica-
tion locally, which relieves the multicast control and multi-
cast replication pressure on the AC effectively, improves the
utilization of the network bandwidth, and overcomes the
operator’s difficulties in meeting multicast service require-
ments in the WLAN thoroughly.

FIG. 9 is a structural block diagram of a multicast control
apparatus provided in an embodiment of the present disclo-
sure. Referring to FIG. 9, the multicast control apparatus
mainly includes:
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a first determining unit 91, configured to determine
whether an SSID or a BSSID of a specified VAP that will be
delivered to an AP needs to enable controllable multicast; and

afirst sending unit 92, configured to: ifthe first determining
unit 91 determines that the SSID or the BSSID of'the specified
VAP that will be delivered to the AP needs to enable the
controllable multicast, send a CAPWAP multicast control
message that includes multicast control enabling information
to the AP, so that the AP creates a multicast control table
according to the CAPWAP multicast control message that
includes the multicast control enabling information, and per-
forms multicast control according to the multicast control
table.

In an embodiment, the multicast control apparatus may
further include:

a second determining unit 93, configured to determine
whether to update an accessible multicast group address of
the SSID or an accessible multicast group address of the
BSSID of the specified VAP;

a first searching unit 94, configured to: if the second deter-
mining unit 93 determines it is necessary to update the acces-
sible multicast group address of the SSID, search for all
SSIDs that apply the multicast group address and a list of all
APs that deploy the SSIDs; and/or, if the second determining
unit 93 determines it is necessary to update the accessible
multicast group address of the BSSID of the specified VAP,
search for all the BSSIDs of the specified VAP that apply the
multicast group address, and a list of all APs that deploy the
BSSIDs of the specified VAP; and

a second sending unit 95, configured to: send a CAPWAP
multicast control message that includes multicast control
update information to the APs in the AP list according to the
search result of the first searching unit 94, so that the APs
update the locally stored multicast control tables of the APs
according to the CAPWAP multicast control message that
includes the multicast control update information.

In another embodiment, the multicast control apparatus
may further include:

a third determining unit 96, configured to determine
whether to disable the multicast control policy of the SSID or
the multicast control policy of the BSSID of the specified
VAP,

a second searching unit 97, configured to: if the third deter-
mining unit 96 determines it is necessary to disable the mul-
ticast control policy of the SSID, search for a list of all APs
that deploy the SSID; and/or, if the third determining unit
determines it is necessary to disable the multicast control
policy of the BSSID of the specified VAP, search for a list of
all APs that deploy the BSSID of the specified VAP; and

a third sending unit 98, configured to: send a CAPWAP
multicast control message that includes multicast control dis-
abling information to the APs in the AP list according to the
search result of the second searching unit 97, so that the APs
modify the locally stored multicast control tables of the APs
according to the CAPWAP multicast control message that
includes the multicast control disabling information.

Each component of the multicast control apparatus in this
embodiment implements the corresponding step of the fore-
going multicast control method respectively. Because the
steps have been detailed in the foregoing embodiment of the
multicast control method, they are not described herein.

The multicast control apparatus in the embodiment of the
present disclosure is applicable to an AC. The AC delivers the
multicast control policy to the APs, and manages and controls
the APs in a centralized way. Therefore, the APs implement
multicast control and multicast replication locally, which
relieves the multicast control and multicast replication pres-



US 9,210,565 B2

9

sure on the AC effectively, improves the utilization of the
network bandwidth, and overcomes the operator’s difficulties
in meeting multicast service requirements in the WL AN thor-
oughly.

FIG. 10 is a structural block diagram of an access control
point device AC provided in an embodiment of the present
disclosure. Referring to FIG. 10, the access control point
device AC includes a multicast control apparatus 101 in addi-
tion to the original components and functions.

In this embodiment, the multicast control apparatus 101
may be the multicast control apparatus in the embodiment
shown in FIG. 9. Because the embodiment shown in FIG. 9
has detailed the multicast control apparatus, the multicast
control apparatus is not described herein.

FIG. 11 is a flowchart of a multicast control method pro-
vided in an embodiment of the present disclosure. In the
description about the method in this embodiment, it is
assumed that the AP performs multicast control according to
the multicast control policy of the AC, namely, the CAPWAP
multicast control message delivered by the AC. In this
embodiment, the multicast control is based on the SSID
granularity. Referring to FIG. 11, the method includes:

1101. The AP receives the CAPWAP multicast control
message sent by the AC.

In this embodiment, after a CAPWAP link is created
between the AP and the AC, according to local configuration,
the AC determines whether an SSID (Service Set Identifier,
service set identifier) that will be delivered to the AP enables
controllable multicast, namely, performs multicast control
through the AP according to the method in this embodiment.
Ifthe controllable multicast needs to be enabled, the AC sends
a CAPWAP multicast control message to the AP, as described
in the embodiment shown in FIG. 4.

1102. The AP creates a multicast control table according to
the CAPWAP multicast control message.

In this embodiment, to perform multicast control, the AP
creates the corresponding multicast control table according to
the CAPWAP multicast control message delivered by the AC.
Inthe multicast control process, the AC may update the acces-
sible multicast group address, or give up the multicast control
policy of certain SSIDs. Therefore, the AP modifies or deletes
the created multicast control table according to the CAPWAP
multicast control message delivered by the AC, so as to create
different multicast control tables for performing multicast
control, which will be described in the following embodi-
ments respectively.

1103. The AP performs multicast control according to the
multicast control table.

In this embodiment, after the multicast control table is
created according to step 1102, the AP may perform multicast
control according to the multicast control policy in the mul-
ticast control table to implement multicast replication and
WLAN station rights control. For example, after receiving an
IGMP REPORT message from the WL AN station, according
to the SSID that the message is in and the multicast group
address of the message, the AP performs corresponding mul-
ticast control by searching the created multicast control table,
which will be detailed in the following embodiments.

With the method in this embodiment, the AC is responsible
for delivering the multicast control policy to the AP, and the
AP implements multicast replication and WLAN station
rights control, thereby avoiding waste of uplink and downlink
bandwidths between the AP and the AC and implementing
distributed replication and distributed multicast rights control
of multicast streams.
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FIG. 12 is a sequence chart of multicast control according
to an embodiment of the multicast control method shown in
FIG. 11. Referring to FIG. 12, the procedure includes the
following:

1201-1202. The AP and the AC create a CAPWAP link
between them.

1203. The AC delivers a CAPWAP multicast control mes-
sage to the AP.

In this embodiment, after a CAPWAP link is created
between the AP and the AC, according to local configuration,
the AC determines whether an SSID that will be delivered to
the AP enables controllable multicast. If the controllable mul-
ticast is enabled, the AC sends a CAPWAP multicast control
message to the AP. The setting of the value of the CAPWAP
multicast control message element is shown in Table 2:

TABLE 2
ACTION Enable multicast control
SSID_0 SSID_ 0 for which multicast

control is enabled
Accessible multicast group
address 0

MULTICAST_LIST_0

SSID_ N for which multicast
control is enabled
Accessible multicast group
address N

SSID_N

MULTICAST_LIST_N

In this embodiment, the CAPWAP multicast control mes-
sage includes not only multicast control enabling information
ACTION, but also a service set identifier (SSID) and a mul-
ticast list MULTICAST LIST. Both the SSID and the MUL-
TICAST LIST are IP address tables. Because multiple SSIDs
may be set for one AP device, and the WL AN station accessed
by each SSID has different video programs accessible, the
CAPWAP multicast control message may include multiple
SSIDs and MULTICAST LISTs.

In this embodiment, after receiving the CAPWAP multi-
cast control message, the AP sets the SSID in the CAPWAP
multicast control message to a multicast control state accord-
ing to the multicast control enabling information included in
the CAPWAP multicast control message, and stores the
accessible multicast group address of the SSID. In this way, a
multicast control table is created, namely, the SSID, the mul-
ticast control state of the SSID, and the accessible multicast
group address in each SSID are saved as a multicast control
table, as shown in Table 3:

TABLE 3
SSID_0 CONTROLLED MULTICAST_0
MULTICAST N
SSID_N CONTROLLED MULTICAST 0
MULTICAST N
1204-1207. The WLAN station STA sets up a connection
with the AC through the AP.
1208-1211. The WLAN station STA authenticates the
identity of the AC.
1212. The WLAN station STA sends an IGMP REPORT
message to the AP.

In this embodiment, after receiving the IGMP REPORT
message sent by the WLAN station, a multicast group of a
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specified SSID of the AP performs multicast control accord-
ing to the created multicast control table.

According to an implementation of this embodiment, the
AP deploys an IGMP PROXY, and therefore, the multicast
control performed by the AP may be implemented according
to the flowchart shown in FIG. 13. Referring to FIG. 13, the
procedure includes:

1301. The AP receives the IGMP REPORT message sent
by the WLAN station.

1302. By searching the multicast control table, the AP
determines whether a multicast control right is set for the
SSID. If no multicast control right is set for the SSID, the AP
executes step 1303; if a multicast control right is set for the
SSID, the AP executes step 1306.

1303. The AP determines whether the message is the first
IGMP REPORT message received by the specified multicast
group of the specified SSID; if not, the AP executes step 1304;
if so, the AP executes step 1305.

1304. The AP replicates the multicast data stream to the
WLAN station directly.

1305. The AP sends the IGMP REPORT message to the AC
directly, and the AC creates multicast entries, and transmits
the multicast data stream from a multicast server to the AP.

1306. The AP checks whether the multicast group of the
IGMP REPORT message falls within the scope of the multi-
cast group accessible by the SSID, namely, whether the
WLAN station has a right of accessing the multicast group. If
the multicast group of the IGMP REPORT message falls
within the scope of the multicast group accessible by the
SSID, the AP executes step 1307; otherwise, the AP executes
step 1308.

1307. The AP determines whether the IGMP REPORT
message is the first IGMP REPORT message received by the
specified multicast group of the specified SSID; if so, the AP
executes step 1309; if not, the AP executes step 1310.

1308. The AP discards the IGMP REPORT message.

1309. The AP sends the IGMP REPORT message to the AC
directly, and the AC is responsible for transmitting the mul-
ticast data stream from the multicast server to the AP.

1310. The AP replicates the multicast data stream to the
WLAN station directly.

According to another implementation of this embodiment,
the AP deploys IGMP SNOOPING, and therefore, the mul-
ticast control performed by the AP is slightly different from
the method shown in FIG. 13. In this case, the AP sends every
received IGMP REPORT message to the AC if permitted by
the multicast control right. That is, according to the determi-
nation result in step 1306, if the WL AN station that sends the
IGMP REPORT message has a right of accessing the multi-
cast group, the AP reports the IGMP REPORT message to the
AC, and the AC transmits the multicast data stream from the
multicast server to the AP.

1213. The AP reports the IGMP REPORT message to the
AC.

In this embodiment, the AP decides whether to report the
IGMP REPORT message to the AC according to the created
multicast control table, which has been detailed in step 1212
and is not described herein.

1214. The AC sends the multicast data stream to the STA
through the AP.

In this embodiment, after receiving the multicast data
stream from the multicast server, the AC sends the data stream
to the AP through a CAPWAP tunnel, and the AP implements
multicast replication of the data stream to the WL AN station.

In this embodiment, this step may be implemented accord-
ing to the prior art, and is not described herein.
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1215. The AC sends a CAPWAP multicast control message
to the AP.

In this embodiment, when the AC needs to update the
accessible multicast group address or disable the multicast
control policy, the AC may perform this step to send the
CAPWAP multicast control message to the AP. The CAP-
WAP multicast control message includes multicast control
update information or multicast control disabling informa-
tion.

In this embodiment, when the AC needs to update the
accessible multicast group address, the AC may search out all
SSIDs that apply the multicast control policy and all APs that
deploy the SSID, and send the CAPWAP multicast control
message to the APs. The message includes not only the
updated multicast group address of each SSID, but also the
multicast control update information. In this embodiment, the
AC may set its message element value according to Table 4:

TABLE 4
ACTION Update multicast control
SSID_0 SSID_ 0 for which multicast

control is updated
Accessible multicast group
address 0

MULTICAST_LIST_0

SSID_ N for which multicast
control is updated
Accessible multicast group
address N

SSID_N

MULTICAST_LIST_N

In this embodiment, after receiving the CAPWAP multi-
cast control message, the AP updates the locally stored mul-
ticast control table according to the multicast control update
information in the message. If an accessible multicast group
address of an SSID is deleted, the AP deletes the ongoing
multicast service at the multicast group address according to
the method in this embodiment. When a new WLAN station
plays the multicast service on demand, the AP applies the new
multicast control policy to the WLAN station, namely,
according to the updated multicast control table, the AP per-
forms multicast control on the WL AN station that requests
the on-demand multicast service.

In this embodiment, when the AC needs to cancel the
multicast control policy of certain SSIDs, namely, disable the
multicast control policy of the SSIDs, the AC may search out
a list of all APs that deploy the SSIDs, and send a CAPWAP
multicast control message to the APs. The message includes
not only the to-be-deleted multicast group address of each
SSID, but also the multicast control disabling information. In
this embodiment, the AC may set the value of the CAPWAP
multicast control message element according to Table 5:

TABLE 5
ACTION Update multicast control
SSID_0 SSID_ 0 for which multicast

control is updated
Accessible multicast group
address 0

MULTICAST_LIST_0

SSID_ N for which multicast
control is updated
Accessible multicast group
address N

SSID_N

MULTICAST_LIST_N

In this embodiment, after receiving the CAPWAP multi-
cast control message, the AP deletes the control entry corre-
sponding to the SSID in the locally stored multicast control
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table according to the multicast control update information in
the message. The ongoing multicast service in the SSID is not
affected. When a new WLAN station plays the multicast
service on demand, the AP does not apply the multicast con-
trol policy any more.

In the embodiment shown in FIG. 12, the multicast control
granularity of the AP is SSID-based, namely, the WLAN

TABLE 7
ACTION Update multicast control
BSSID_0 BSSID_ 0 of VAP that updates multicast
control
SSID_0 SSID__0 for which multicast control is updated

MULTICAST_LIST_0  Accessible multicast group address 0

BSSID_N BSSID_ N of VAP that updates multicast

station accessed by each SSID is under control of the rights
specified in the multicast control table. control . . .
According to another implementation in this embodiment, 10 SSID_N SSIDflglfor "Vlh,wh m“mcasiizontml is updated
the multicast control granularity of the AP may also be VAP- MULTICAST_LIST N Accessible multicast group address N
based. That is, the AC uses the CAPWAP multicast control
message to specify the multicast control granularity of the AP The AP updates the locally stored multicast control table
as VAP. according to the SSID and BSSID in the CAPWAP multicast
In this implementation, when the AC sends the CAPWAP 15 control message, and the accessible multicast group address
multicast control message to the AP, the CAPWAP multicast in each SSID and the accessible multicast group address in
control message element includes not only the original each BSSID.
ACTION, SSID, and MULTICAST, but also the BSSID of the Likewise, ifa multicast group right of a BSSID is deleted in
VAP. As shown 1n.Tab1e 6, their meanings are: the CAPWAP multicast control message, the AP deletes the
AC.TION: mul.tlcast control .enab.hng or multicast control 20 ongoing multicast service in the BSSID.
updating or multicast control dls.abhng; In this implementation, when the AC needs to disable the
. SSID: SSID thgt enables ml,lhlcaSt control or updates mul- accessible multicast address of a VAP, in the same way as in
ticast control or disables multicast cqntrol; the embodiment shown in FIG. 12, the AC sends the CAP-
BSSID: BSSID that enables multicast control or updates lticast trol to the AP. The CAPWAP
multicast control or disables multicast control (omissible 25 WAP [ufticast CoNrol mMessage 1o 1he Ar 1AC .
depending on specific use conditions). mu.ltlca.st contrgl message includes multicast control .dIS-
abling information. The value of the CAPWAP multicast
TABLE 6 control message element may be set according to Table 8:
ACTION Enable multicast control 30 TABLE 8
BSSID_0 BSSID__0 of VAP that enables multicast ACTION Disable multicast control
control
SSID_0 SSID_ 0 for which multicast control is enabled BSSID_0 BSSID__0 of VAP that disables multicast
MULTICAST_LIST_0  Accessible multicast group address 0 control
. . ] 35 SSID_0 SSID__0 for which multicast control is disabled
BSSID_N BSSID_ N of VAP that enables multicast MULTICAST_LIST_0  Accessible multicast group address 0
control . .
SSID_N SSID_ N for which multicast control is BSSID_ N BSSID_ N of VAP that disables multicast
enabled control
MULTICAST_LIST_N Accessible multicast group address N SSID_ N SSID_ N for which multicast control is
disabled
40 MULTICAST LIST_N Accessible multicast group address N
In this implementation, after receiving the CAPWAP mul-
ticast control message, the AP creates the corresponding mul- . . .
ticast control table. The multicast control table includes not The AP deletes the multicast control entries corresponding
only the SSID, the multicast control state of the SSID, and the to the SSID and BSSID in the locally stored multicast control
accessible multicast group address, but also the BSSID. 45 table according to the SSID and BSSID in the CAPWAP
The AP sets the service set identifier SSID and basic ser- multicast control message, and the accessible multicast group
vice set identifier BSSID in the CAPWAP multicast control address in each SSID and the accessible multicast group
message to the multicast control state, stores the accessible address in each BSSID.
multicast group address in each SSID and each BSSID, and With the multicast control method in this embodiment, the
saves the SSID and BSSID, the multicast control states of the 50 AC manages and controls the APs in a centralized way, and
SSID and BSSID, and the accessible multicast group address delivers the multicast control policy to the APs. Therefore, the
in each SSID and the accessible multicast group address in APs implement multicast control and multicast replication
each BSSID as a multicast control table. locally, which relieves the multicast control and multicast
In this implementation, after receiving the IGMP REPORT replication pressure on the AC effectively, improves the uti-
message sent by the WL AN station accessed by each VAP, the 55 lization of the network bandwidth, and overcomes the opera-
AP determines whether the VAP sets a multicast control right, tor’s difficulties in meeting multicast service requirements in
and whether the WL AN station accessed by the VAP has the the WL AN thoroughly.
right of accessing the specified multicast group. The detailed FIG. 14 is a structural block diagram of a multicast control
procedure is the same as the method shown in FIG. 10, and is apparatus provided in an embodiment of the present disclo-
not described herein. 60 sure. Referring to FIG. 14, the apparatus includes:
In this implementation, when the AC needs to update the a receiving unit 141, configured to receive a CAPWAP
accessible multicast address of a VAP, in the same way as in multicast control message sent by an AC;
the embodiment shown in FIG. 12, the AC sends the CAP- a creating unit 142, configured to create a multicast control
WAP multicast control message to the AP. The CAPWAP table according to the CAPWAP multicast control message;
multicast control message includes multicast control update 65 and

information. The value of the CAPWAP multicast control
message element may be set according to Table 7:

a controlling unit 143, configured to perform multicast
control according to the multicast control table.
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According to an implementation of this embodiment, the
CAPWAP multicast control message received by the receiv-
ing unit 141 includes multicast control enabling information,
and therefore, in this implementation, the creating unit 142
may further include:

a setting module 1421, configured to: if the SSID in the
CAPWAP multicast control message enables the multicast
control function, set the SSID in the CAPWAP multicast
control message to a multicast control state; if the BSSID of
the specified VAP in the CAPWAP multicast control message
enables the multicast control function, set the SSID and the
BSSID of the specified VAP in the CAPWAP multicast con-
trol message to a multicast control state;

a saving module 1422, configured to: if the SSID in the
CAPWAP multicast control message enables the multicast
control function, save the accessible multicast group address
in each SSID; if the BSSID of the specified VAP in the
CAPWAP multicast control message enables the multicast
control function, save the accessible multicast group address
in each SSID and the accessible multicast group address in the
BSSID of the specified VAP; and

a creating module 1423, configured to: if the SSID in the
CAPWAP multicast control message enables the multicast
control function, save the SSID, the multicast control state of
the SSID, and the accessible multicast group address in each
SSID as a multicast control table; or, if the BSSID of the
specified VAP in the CAPWAP multicast control message
enables the multicast control function, save the SSID, the
BSSID of'the specified VAP, the multicast control states of the
SSID and the multicast control states of the BSSID of the
specified VAP, and the accessible multicast group address in
each SSID and the accessible multicast group address in the
BSSID of the specified VAP as a multicast control table.

According to another implementation of this embodiment,
the CAPWAP multicast control message received by the
receiving unit 141 includes multicast control update informa-
tion, and therefore, in this implementation, the creating unit
142 may further include:

an updating module 1424, configured to: update the locally
stored multicast control table according to the SSID in the
CAPWAP multicast control message and the accessible mul-
ticast group address in each SSID if the SSID inthe CAPWAP
multicast control message enables the multicast control func-
tion; and/or

update the locally stored multicast control table according
to the SSID in the CAPWAP multicast control message and
the BSSID of the specified VAP in the CAPWAP multicast
control message, and the accessible multicast group address
in each SSID and the accessible multicast group address in the
BSSID of the specified VAP, if the BSSID of the specified
VAP in the CAPWAP multicast control message enables the
multicast control function.

According to another implementation of this embodiment,
the CAPWAP multicast control message received by the
receiving unit 141 includes multicast control disabling infor-
mation, and therefore, in this implementation, the creating
unit 142 includes:

a deleting module 1425, configured to: delete the control
entry corresponding to the SSID in the locally stored multi-
cast control table according to the SSID in the CAPWAP
multicast control message and the accessible multicast group
address in each SSID if the SSID in the CAPWAP multicast
control message enables the multicast control function; or

delete the control entry corresponding to the BSSID of the
specified VAP in the locally stored multicast control table
according to the SSID in the CAPWAP multicast control
message and the BSSID of the specified VAP in the CAPWAP
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multicast control message, and the accessible multicast group
address in each SSID and the accessible multicast group
address in the BSSID of the specified VAP, ifthe BSSID of the
specified VAP in the CAPWAP multicast control message
enables the multicast control function.

According to an implementation of this embodiment, the
controlling unit 143 includes:

a searching module 1431, configured to search the multi-
cast control table if an Internet Group Management Protocol
IGMP Report message is received from a wireless local area
network WL AN station;

adetermining module 1432, configured to: according to the
multicast control table, determine whether a multicast control
right is set for the SSID or the BSSID of the specified VAP,
where the SSID or BSSID is specified by the IGMP Report
message; and

a controlling module 1433, configured to perform multi-
cast control according to the determination result of the deter-
mining module 1432 and decide whether the WL AN station is
entitled to access the desired multicast group.

Each component of the apparatus in this embodiment
implements each step of the method of the embodiments
shown in FIG. 11 to FIG. 13 respectively. Because the steps
have been detailed in the foregoing embodiments, they are not
described herein.

With the multicast control apparatus in this embodiment,
the AP implements multicast control and multicast replica-
tion locally according to the multicast control policy received
from the AC, which relieves the multicast control and multi-
cast replication pressure on the AC effectively, improves the
utilization of the network bandwidth, and overcomes the
operator’s difficulties in meeting multicast service require-
ments in the WLAN thoroughly.

FIG. 15 is a structural block diagram of an access point
device AP provided in an embodiment of the present disclo-
sure. Referring to FIG. 15, the access point device AP
includes a multicast control apparatus 151 in addition to the
components and functions of the existing AP.

Inthis embodiment, the multicast control apparatus may be
the multicast control apparatus shown in FIG. 14. Because the
embodiment shown in FIG. 14 has detailed the apparatus, the
apparatus is not described herein.

The AP in this embodiment implements multicast control
and multicast replication locally according to the multicast
control policy received from the AC, which relieves the mul-
ticast control and multicast replication pressure on the AC
effectively, improves the utilization of the network band-
width, and overcomes the operator’s difficulties in meeting
multicast service requirements in the WLAN thoroughly.

The methods or steps of algorithms described herein may
be implemented through hardware directly or through a soft-
ware module executed by a processor, or through both of
them. The software module can reside in a random access
memory (RAM), a memory, a read-only memory (ROM), an
electrically programmable ROM, an electrically erasable pro-
grammable ROM, a register, a hard disk, a removable disk, a
CD-ROM,; or any other form of storage medium well known
in the art.

The embodiments above clarify the objectives, technical
solutions, and benefits of the present disclosure in detail.
Although the disclosure has been described through some
exemplary embodiments, the disclosure is not limited to such
embodiments. It is apparent that those skilled in the art can
make modifications and variations to the disclosure without
departing from the spirit and scope of the disclosure. The
disclosure is intended to cover the modifications and varia-
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tions provided that they fall within the scope of protection
defined by the following claims or equivalents thereof.

What is claimed is:
1. A multicast control method, for use when a service set

identifier (SSID) or a basic service set identifier (BSSID) of a
specified virtual access point (VAP) that will be delivered to
an access point (AP) enables a multicast control function, the
method comprising:

sending, by an access control point (AC) to the AP, a
control and provisioning of wireless access point (CAP-
WAP) multicast control message comprising multicast
control enabling information;
creating, by the AP, a multicast control table according to
the CAPWAP multicast control message;
performing multicast control according to the multicast
control table and
wherein creating, by the AP, a multicast control table
according to the CAPWAP multicast control message
comprises one of the following;
setting, by the AP, the SSID in the CAPWAP multicast
control message to a multicast control state if the
SSID enables the multicast control function, storing
an accessible multicast group address in each SSID,
and saving the SSID, the multicast control state of the
SSID, and the accessible multicast group address in
each SSID as a multicast control table, and

setting, by the AP, the SSID and the BSSID of the speci-
fied VAP in the CAPWAP multicast control message
to a multicast control state if the BSSID enables the
multicast control function, storing the accessible mul-
ticast group address in each SSID and each BSSID,
and saving the SSID, the BSSID of'the specified VAP,
the multicast control states of the SSID and the mul-
ticast control states of the BSSID of the specified VAP,
and the accessible multicast group address in each
SSID and the accessible multicast group address in
the BSSID of the specified VAP as a multicast control
table.

2. The method according to claim 1, further comprising one

of the following:

searching, by the AC, for all SSIDs that apply the multicast
group address, and a list of all APs that deploy the SSIDs

when updating an accessible multicast group address of

the SSID if the SSID enables the multicast control func-
tion, and sending the CAPWAP multicast control mes-
sage that comprises multicast control update informa-
tion to APs in the AP list, so that the APs update locally
stored multicast control tables of the APs according to
the CAPWAP multicast control message that comprises
the multicast control update information; and

searching, by the AC, for all the B S SIDS of the specified
VAP that apply the accessible multicast group address,
and a list of all APs that deploy the BSSIDs of the
specified VAP when updating the accessible multicast
group address of the BSSID of the specified VAP if the
BSSID enables the multicast control function, and send-
ing the CAPWAP multicast control message that com-
prises multicast control update information to APs in the
AP list, so that the APs update the locally stored multi-
cast control tables of the APs according to the CAPWAP
multicast control message that comprises the multicast
control update information.

3. The method according to claim 2, wherein:

updating, by the APs, the locally stored multicast control
tables of the APs according to the CAPWAP multicast
control message that comprises the multicast control
update information comprises one of the following:
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updating, by the APs, the locally stored multicast control
tables of the APs according to the SSID in the CAP-
WAP multicast control message and the accessible
multicast group address in each SSID if the SSID
enables the multicast control function; and

updating, by the APs, the locally stored multicast control
tables of the APs according to the SSID in the CAP-
WAP multicast control message, the BSSID of the
specified VAP, and the accessible multicast group
address in each SSID and the BSSID of the specified
VAP if the BSSID enables the multicast control func-
tion.

The method according to claim 3, wherein:

an on-demand service of the multicast group in the SSID or

5

the BSSID of the specified VAP is terminated if an
on-demand right of a multicast group of the SSID or the
BSSID of the specified VAP is deleted in the CAPWAP
multicast control message.

. The method according to claim 1, further comprising:

searching, by the AC, for a list of all APs that deploy the

6.

SSID or BSSID of'the specified VAP when disabling the
multicast control policy of the SSID or the BSSID of the
specified VAP if the BSSID enables the multicast control
function, and sending the CAPWAP multicast control
message that comprises multicast control disabling
information to APs in the AP list, so that the APs moditfy
the locally stored multicast control tables of the APs
according to the CAPWAP multicast control message
that comprises the multicast control disabling informa-
tion.

The method according to claim 5, wherein:

modifying, by the APs, the locally stored multicast control

tables of the APs according to the CAPWAP multicast

control message that comprises the multicast control

disabling information comprises one of the following:

deleting, by the AP, a multicast control entry corre-
sponding to the SSID in the locally stored multicast
control tables of the APs according to the SSID in the
CAPWAP multicast control message and the acces-
sible multicast group address in each SSID if the
SSID enables the multicast control function; and

deleting, by the AP, the multicast control entry corre-
sponding to the BSSID of the specified VAP in the
locally stored multicast control tables of the APs
according to the SSID in the CAPWAP multicast con-
trol message, the BSSID of the specified VAP, and the
accessible multicast group address in each SSID and
the BSSID of'the specified VAP if the BSSID enables
the multicast control function.

7. A multicast control apparatus, comprising:
a first determining unit, configured to determine whether a

service set identifier (SSID) or a basic service set iden-
tifier (BSSID) of a specified virtual access point (VAP)
that will be delivered to an access point (AP) enables
controllable multicast;

a first sending unit, configured to: if the first determining

unit determines that the SSID or the BSSID of'the speci-
fied VAP that will be delivered to the AP enables the
controllable multicast, send a control and provisioning
of wireless access point (CAPWAP) multicast control
message that comprises multicast control enabling
information to the AP, so that the AP creates a multicast
control table according to the CAPWAP multicast con-
trol message that comprises the multicast control
enabling information and performs multicast control
according to the multicast control table;
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a second determining unit, configured to determine
whether to update an accessible multicast group address
of'the SSID or the BSSID of the specified VAP;

afirst searching unit, configured to: if the second determin-
ing unit determines it is necessary to update the acces-
sible multicast group address of the SSID, search for the
BSSIDs of all SSIDs that apply the multicast group
address and a list of all APs that deploy the SSIDs;
and/or, if the second determining unit determines it is
necessary to update the accessible multicast group
address of'the BSSID of the specified VAP, search for all
the BSSIDs of the specified VAP that apply the multicast
group address, and a list of all APs that deploy the
BSSIDs of the specified VAP; and

a second sending unit, configured to: send a CAPWAP
multicast control message that comprises multicast con-
trol update information to the APs in the AP list accord-
ing to a search result of the first searching unit, so that the
APs update locally stored multicast control tables of the
APs according to the CAPWAP multicast control mes-
sage that comprises the multicast control update infor-
mation.

8. The apparatus according to claim 7, further comprising:

a third determining unit, configured to determine whether
to disable a multicast control policy of the SSID or the
BSSID of the specified VAP;

a second searching unit, configured to: if the third deter-
mining unit determines it is necessary to disable the
multicast control policy of the SSID, search for a list of
all APs that deploy the SSID; and/or, if the third deter-
mining unit determines it is necessary to disable the
multicast control policy of the BSSID of the specified
VAP, search for a list of all APs that deploy the BSSID of
the specified VAP; and

a third sending unit, configured to: send a CAPWAP mul-
ticast control message that comprises multicast control
disabling information to the APs in the AP list according
to a search result of the second searching unit, so that the
APs modify locally stored multicast control tables of the
APs according to the CAPWAP multicast control mes-
sage that comprises the multicast control disabling
information.

9. An access control point device, comprising a multicast

control apparatus, wherein the multicast control apparatus
comprises:

a first determining unit, configured to determine whether a
service set identifier (SSID) or a basic service set iden-
tifier (BSSID) of a specified virtual access point (VAP)
that will be delivered to an access point (AP) enables
controllable multicast;

a first sending unit, configured to: if the first determining
unit determines that the SSID or the BSSID of'the speci-
fied VAP that will be delivered to the AP enables the
controllable multicast, send a control and provisioning
of wireless access point (CAPWAP) multicast control
message that comprises multicast control enabling
information to the AP, so that the AP creates a multicast
control table according to the CAPWAP multicast con-
trol message that comprises the multicast control
enabling information and performs multicast control
according to the multicast control table:

a second determining unit, configured to determine
whether to update an accessible multicast group address
of'the SSID or the BSSID of the specified VAP;

afirst searching unit, configured to: if the second determin-
ing unit determines it is necessary to update the acces-
sible multicast group address of the SSID, search for the
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BSSIDs of all SSIDs that apply the multicast group
address and a list of all APs that deploy the SSIDs;
and/or, if the second determining unit determines it is
necessary to update the accessible multicast group
address of'the BSSID of'the specified VAP, search for all
the BSSIDs of the specified VAP that apply the multicast
group address, and a list of all APs that deploy the
BSSIDs of the specified VAP; and

a second sending unit, configured to: send a CAPWAP
multicast control message that comprises multicast con-
trol update information to the APs in the AP list accord-
ing to a search result of the first searching unit, so that the
APs update locally stored multicast control tables of the
APs according to the CAPWAP multicast control mes-
sage that comprises the multicast control update infor-
mation.

10. The apparatus according to claim 9, wherein the mul-

ticast control apparatus further comprises:

a third determining unit, configured to determine whether
to disable a multicast control policy of the SSID or the
BSSID of the specified VAP;

a second searching unit, configured to: if the third deter-
mining unit determines it is necessary to disable the
multicast control policy of the SSID, search for a list of
all APs that deploy the SSID; and/or, if the third deter-
mining unit determines it is necessary to disable the
multicast control policy of the BSSID of the specified
VAP, search for a list of all APs that deploy the BSSID of
the specified VAP; and

a third sending unit, configured to: send a CAPWAP mul-
ticast control message that comprises multicast control
disabling information to the APs in the AP list according
to a search result of the second searching unit, so that the
APs modify locally stored multicast control tables of the
APs according to the CAPWAP multicast control mes-
sage that comprises the multicast control disabling
information.

11. A multicast control method, comprising:

receiving, by an access point (AP), a control and provision-
ing of wireless access point (CAPWAP) multicast con-
trol message sent by an access control point (AC);

creating, by the access point (AP), a multicast control table
according to the CAPWAP multicast control message;

performing, by the AP, multicast control according to the
multicast control table; and
ifthe CAPWAP multicast control message comprises mul-
ticast control enabling information, the creating, by the
AP, the multicast control table according to the CAP-
WAP multicast control message comprises:
setting, by the AP, a service set identifier (SSID) in the
CAPWAP multicast control message to a multicast
control state, and saving an accessible multicast group
address in each SSID; or, setting the SSID and a basic
service set identifier (BSSID) of a specified virtual
access point (VAP) in the CAPWAP multicast control
message to the multicast control state, and saving the
accessible multicast group address in each SSID and
each BSSID; and

correspondingly, saving, by the AP, the SSID, the mul-
ticast control state of the SSID, and the accessible
multicast group address in each SSID as a multicast
control table; or, saving the SSID, the BSSID of the
specified VAP, the multicast control states of the SSID
and the BSSID of the specified VAP, and the acces-
sible multicast group address in each SSID and the
BSSID of the specified VAP as a multicast control
table.
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12. A multicast control method, comprising:
receiving, by an access point (AP), a control and provision-
ing of wireless access point (CAPWAP) multicast con-
trol message sent by an access control point (AC);
creating, by the access point (AP), a multicast control table
according to the CAPWAP multicast control message;
performing, by the AP, multicast control according to the
multicast control table; and
if the CAPWAP multicast control message comprises mul-
ticast control update information, creating, by the AP,
the multicast control table according to the CAPWAP
multicast control message comprises:
updating, by the AP, a locally stored multicast control
table according to an S SID in the CAPWAP multicast
control message and an accessible multicast group
address in each SSID, or
updating, by the AP, the locally stored multicast control
table according to the SSID and a BSSID of a speci-
fied VAP in the CAPWAP multicast control message,
and the accessible multicast group address in each
SSID and the BSSID of the specified VAP.
13. The method according to claim 12, wherein:
if an on-demand right of a multicast group of the SSID is
deleted in the CAPWAP multicast control message, the
AP terminates an on-demand service of the multicast
group in the SSID; or
if an on-demand right of a multicast group of the BSSID of
the specified VAP is deleted in the CAPWAP multicast
control message, the AP terminates an on-demand ser-
vice of the multicast group in the BSSID of the specified
VAP.
14. A multicast control method, comprising:
receiving, by an access point (AP), a control and provision-
ing of wireless access point (CAPWAP) multicast con-
trol message sent by an access control point (AC);
creating, by the access point (AP), a multicast control table
according to the CAPWAP multicast control message;
performing, by the AP, multicast control according to the
multicast control table; and
if the CAPWAP multicast control message comprises mul-
ticast control disabling information, the creating, by the
AP, the multicast control table according to the CAP-
WAP multicast control message comprises one of the
following:
deleting, by the AP, a control entry corresponding to an
SSID in a locally stored multicast control table
according to the SSID in the CAPWAP multicast con-
trol message and an accessible multicast group
address in each SSID; or
deleting, by the AP, a control entry corresponding to a
BSSID of a specified VAP in the locally stored mul-
ticast control table according to the SSID and the
BSSID of the specified VAP in the CAPWAP multi-
cast control message, and the accessible multicast
group address in each SSID and the BSSID of the
specified VAP.
15. A multicast control method, comprising:
receiving, by an access point (AP), a control and provision-
ing of wireless access point (CAPWAP) multicast con-
trol message sent by an access control point (AC);
creating, by the access point (AP), a multicast control table
according to the CAPWAP multicast control message;
and
performing, by the AP, multicast control according to the
multicast control table, comprising,
searching, by the AP, the multicast control table if an
Internet Group Management Protocol (IGMP) Report
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message is received from a wireless local area net-
work (WLAN) station, and

determining, by the AP according to the multicast con-
trol table, whether a multicast control right is set for
an SSID or a BSSID specified by the IGMP Report
message, and, according to a result of the determina-
tion, performing multicast control and deciding
whether the WLAN station is entitled to access a
desired multicast group.

16. A multicast control apparatus, comprising:

a receiving unit, configured to receive a control and provi-
sioning of wireless access point (CAPWAP) multicast
control message sent by an access control point (AC);

a creating unit, configured to create a multicast control
table according to the CAPWAP multicast control mes-
sage;

a controlling unit, configured to perform multicast control
according to the multicast control table; and

ifthe CAPWAP multicast control message received by the
receiving unit comprises multicast control enabling
information, the creating unit comprises:

a setting module, configured to: if a service set identifier
(SSID) in the CAPWAP multicast control message
enables a multicast control function, set the SSID in
the CAPWAP multicast control message to a multi-
cast control state; if a basic service set identifier
(BSSID) of a specified virtual access point (VAP) in
the CAPWAP multicast control message enables the
multicast control function, set the SSID and the
BSSID of the specified VAP in the CAPWAP multi-
cast control message to the multicast control state,

a saving module, configured to: if the SSID in the CAP-
WAP multicast control message enables the multicast
control function, save an accessible multicast group
address in each SSID; if the BSSID of the specified
VAP in the CAPWAP multicast control message
enables the multicast control function, save the acces-
sible multicast group address in each SSID and the
BSSID of the specified VAP, and

a creating module, configured to: if the SSID in the
CAPWAP multicast control message enables the mul-
ticast control function, save the S SID, the multicast
control state of the SSID, and the accessible multicast
group address in each SSID as a multicast control
table; or, if the BSSID of the specified VAP in the
CAPWAP multicast control message enables the mul-
ticast control function, save the SSID, the BSSID of
the specified VAP, the multicast control states of the
SSID and the BSSID of the specified VAP, and the
accessible multicast group address in each SSID and
the BSSID of'the specified VAP as a multicast control
table.

17. A multicast control apparatus, comprising:

a receiving unit, configured to receive a control and provi-
sioning of wireless access point (CAPWAP) multicast
control message sent by an access control point (AC);

a creating unit, configured to create a multicast control
table according to the CAPWAP multicast control mes-
sage;

a controlling unit, configured to perform multicast control
according to the multicast control table; and

ifthe CAPWAP multicast control message received by the
receiving unit comprises multicast control update infor-
mation, the creating unit comprises one or more of the
following:
an first updating module, configured to: update a locally

stored multicast control table according to an SSID in
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the CAPWAP multicast control message and an
accessible multicast group address in each SSID if the
SSID in the CAPWAP multicast control message
enables a multicast control function, and

a second updating module, configured to: update the
locally stored multicast control table according to the
SSID and a BSSID of a specified VAP in the CAP-
WAP multicast control message and according to the
accessible multicast group address in each SSID and
the BSSID of the specified VAP if the BSSID of the
specified VAP in the CAPWAP multicast control mes-
sage enables the multicast control function.

18. A multicast control apparatus, comprising:

a receiving unit, configured to receive a control and provi-
sioning of wireless access point (CAPWAP) multicast
control message sent by an access control point (AC);

a creating unit, configured to create a multicast control
table according to the CAPWAP multicast control mes-
sage;

a controlling unit, configured to perform multicast control
according to the multicast control table; and

if the CAPWAP multicast control message received by the
receiving unit comprises multicast control disabling
information, the creating unit comprises one of the fol-
lowing:

afirst deleting module, configured to: delete a control entry
corresponding to an SSID in the locally stored multicast
control table according to the SSID in the CAPWAP
multicast control message and each SSID or an acces-
sible multicast group address in each SSID if the SSID in
the CAPWAP multicast control message enables the
multicast control function, and

a second deleting module, configured to: delete a control
entry corresponding to a BSSID ofaspecified VAP in the
locally stored multicast control table according to the
SSID and the BSSID of the specified VAP in the CAP-
WAP multicast control message and according to the
accessible multicast group address in each SSID and the
BSSID of the specified VAP if the BSSID of the speci-
fied VAP in the CAPWAP multicast control message
enables the multicast control function.

19. A multicast control apparatus, comprising:

a receiving unit, configured to receive a control and provi-
sioning of wireless access point (CAPWAP) multicast
control message sent by an access control point (AC);

a creating unit, configured to create a multicast control
table according to the CAPWAP multicast control mes-
sage; and

a controlling unit, configured to perform multicast control
according to the multicast control table, the controlling
unit comprising,

a searching module, configured to search the multicast
control table if an Internet Group Management Pro-
tocol (IGMP) Report message is received from a wire-
less local area network (WLAN) station,

a determining module, configured to: according to the
multicast control table, determine whether a multicast
control right is set for an SSID or a BSSID specified
by the IGMP Report message, and

a controlling module, configured to perform multicast
control according to a determination result of the
determining module and decide whether the WLAN
station is entitled to access a desired multicast group.

20. An access point device, comprising a multicast control

apparatus, wherein the multicast control apparatus com-
prises:

24

a receiving unit, configured to receive a control and provi-
sioning of wireless access point (CAPWAP) multicast
control message sent by an access control point (AC);

a creating unit, configured to create a multicast control

5 table according to the CAPWAP multicast control mes-

sage;

a controlling unit, configured to perform multicast control
according to the multicast control table; and

ifthe CAPWAP multicast control message received by the
receiving unit comprises multicast control enabling
information, the creating unit comprises:

a setting module, configured to: if a service set identifier
(SSID) in the CAPWAP multicast control message
enables a multicast control function, set the SSID in
the CAPWAP multicast control message to a multi-
cast control state; if a basic service set identifier
(BSSID) of a specified virtual access point (VAP) in
the CAPWAP multicast control message enables the
multicast control function, set the SSID and the
BSSID of the specified VAP in the CAPWAP multi-
cast control message to the multicast control state,

a saving module, configured to: if the SSID in the CAP-
WAP multicast control message enables the multicast
control function, save an accessible multicast group
address in each SSID; if the BSSID of the specified
VAP in the CAPWAP multicast control message
enables the multicast control function, save the acces-
sible multicast group address in each SSID and the
BSSID of the specified VAP, and

a creating module, configured to: if the SSID in the
CAPWAP multicast control message enables the mul-
ticast control function, save the SSID, the multicast
control state of the SSID, and the accessible multicast
group address in each SSID as a multicast control
table: or, if the BSSID of the specified VAP in the
CAPWAP multicast control message enables the mul-
ticast control function, save the SSID, the BSSID of
the specified VAP, the multicast control states of the
SSID and the BSSID of the specified VAP, and the
accessible multicast group address in each SSID and
the BSSID of'the specified VAP as a multicast control
table.

21. An access point device, comprising a multicast control
apparatus, wherein the multicast control apparatus com-
45 prises:

a receiving unit, configured to receive a control and provi-
sioning of wireless access point (CAPWAP) multicast
control message sent by an access control point (AC);

a creating unit, configured to create a multicast control
table according to the CAPWAP multicast control mes-
sage;

a controlling unit, configured to perform multicast control
according to the multicast control table; and

ifthe CAPWAP multicast control message received by the
receiving unit comprises multicast control update infor-
mation, the creating unit comprises one or more of the
following:

a first updating module, configured to: update a locally
stored multicast control table according to an SSID in
the CAPWAP multicast control message and an
accessible multicast group address in each SSID ifthe
SSID in the CAPWAP multicast control message
enables a multicast control function, and

a second updating module, configured to: update the
locally stored multicast control table according to the
SSID and a BSSID of a specified VAP in the CAP-
WAP multicast control message and according to the
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accessible multicast group address in each SSID and
the BSSID of the specified VAP if the BSSID of the
specified VAP in the CAPWAP multicast control mes-
sage enables the multicast control function.

22. An access point device, comprising a multicast control
apparatus, wherein the multicast control apparatus com-
prises:

a receiving unit, configured to receive a control and provi-
sioning of wireless access point (CAPWAP) multicast
control message sent by an access control point (AC);

a creating unit, configured to create a multicast control
table according to the CAPWAP multicast control mes-
sage;

a controlling unit, configured to perform multicast control
according to the multicast control table; and

if the CAPWAP multicast control message received by the
receiving unit comprises multicast control disabling
information, the creating unit comprises one of the fol-
lowing:

a first deleting module, configured to: delete a control
entry corresponding to an SSID in the locally stored
multicast control table according to the SSID in the
CAPWAP multicast control message and each SSID
or an accessible multicast group address in each SSID
if the SSID in the CAPWAP multicast control mes-
sage enables the multicast control function; and

a second deleting module, configured to: delete a control
entry corresponding to a BSSID of a specified VAP in
the locally stored multicast control table according to
the SSID and the BSSID of the specified VAP in the
CAPWAP multicast control message and according to
the accessible multicast group address in each SSID
and the BSSID of the specified VAP if the BSSID of
the specified VAP in the CAPWAP multicast control
message enables the multicast control function.

23. An access point device, comprising a multicast control
apparatus, wherein the multicast control apparatus com-
prises:

a receiving unit, configured to receive a control and provi-
sioning of wireless access point (CAPWAP) multicast
control message sent by an access control point (AC);

a creating unit, configured to create a multicast control
table according to the CAPWAP multicast control mes-
sage; and

a controlling unit, configured to perform multicast control
according to the multicast control table, the controlling
unit comprising,

a searching module, configured to search the multicast
control table if an Internet Group Management Pro-
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tocol (IGMP) Report message is received from a wire-
less local area network (WLAN) station,

a determining module, configured to: according to the
multicast control table, determine whether a multicast
control right is set for an SSID or a BSSID specified
by the IGMP Report message, and

a controlling module, configured to perform multicast
control according to a determination result of the
determining module and decide whether the WLAN
station is entitled to access a desired multicast group.

24. A multicast control method for use when a service set
identifier (SSID) or a basic service set identifier (BSSID) of a
specified virtual access point (VAP) that will be delivered to
an access point (AP) enables a multicast control function, the
method comprising:

sending, by an access control point (AC) to the AP, a

control and provisioning of wireless access point (CAP-

WAP) multicast control message comprising multicast

control enabling information;

creating, by the AP, a multicast control table according to

the CAPWAP multicast control message;

performing multicast control according to the multicast

control table; and

wherein the method further comprises at least one of the

following:

searching, by the AC, for all SSIDs that apply the mul-
ticast group address, and a list of all APs that deploy
the SSIDs when updating an accessible multicast
group address of the SSID if the SSID enables the
multicast control function, and sending the CAPWAP
multicast control message that comprises multicast
control update information to APs in the AP list, so
that the APs update locally stored multicast control
tables of the APs according to the CAPWAP multicast
control message that comprises the multicast control
update information, and

searching, by the AC, for all the BSSIDs of the specified
VAP that apply the accessible multicast group
address, and a list of all APs that deploy the BSSIDs of
the specified VAP when updating the accessible mul-
ticast group address of the BSSID of the specified
VAP if the BSSID enables the multicast control func-
tion, and sending the CAPWAP multicast control
message that comprises multicast control update
information to APs in the AP list, so that the APs
update the locally stored multicast control tables of
the APs according to the CAPWAP multicast control
message that comprises the multicast control update
information.



